INTRODUCTION
The federal Freedom of Information Act 1 ("FOIA") is the most maddeningly cumbersome law one could ever love. As written, the FOIA erects a relatively simple process for gaining access to the wealth of information possessed by the Executive Branch of the federal government. FOIA is not only an incredibly powerful resource for anyone wanting to know "what their government is up to," 2 it can also be a useful tool to uncover information vital to advocacy and litigation. Frequently, in fact, such as in certain administrative proceedings, the FOIA may be the only mechanism available for obtaining information necessary to protect one's (or 
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[Vol. 13:387 one's client's) legal rights. 3 But even when alternative procedures (such as discovery) are available, the FOIA can be used as an effective supplement 4 or as a pre-litigation fact-gathering device. 5 Beyond the litigation context, government data can be marshaled to support arguments for policy reform by demonstrating that current policies are routinely violated 6 or are simply ineffectual. 7 In 3 One example is removal (deportation) proceedings in Immigration Court. While immigration practitioners have long used the FOIA to obtain clients' "Alien files," some advocates have further expanded the use of FOIA in recent years to obtain records-including, for example, sworn statements by arresting officers given during internal investigations-to impeach government accounts of the circumstances surrounding their clients' arrests. See, e.g 155 (2008) (arguing that DHS's practice of withholding asylum interview notes, which are often used to impeach an alien's testimony during his or her merits hearing, from the asylum applicant under FOIA Exemption (b)(5) violates the FOIA and due process). 4 While the FOIA is not intended to supplement discovery, see John Doe Agency v. John Doe Corp., 493 U.S. 146, 153 (1989) , it also does not displace rules of discovery, see id., and it serves as an independent basis of obtaining information in the possession of the federal government, see, e.g., United States v. Murdock, 548 F.2d 599, 602 (5th Cir. 1977). Even a finding that materials are exempt under the FOIA does not affect a litigant's right to compel disclosure of the same information through the discovery process. See Friedman v. Bache Halsey Stuart Shields, Inc., 738 F.2d 1336, 1344 (D.C. Cir. 1984) ("The FOIA acts as a 'floor' when discovery of government documents is sought in the course of civil litigation. Though information available under the FOIA is likely to be available through discovery, information unavailable under the FOIA is not necessarily unavailable through discovery." 164 (2008) , but also that the detainer's purported authorization for holding immigrant detainees, see 8 C.F.R. § 287.7(d), is routinely violated. See, e.g., Ochoa v. Bass, 181 P.3d 727, 734 (Okla. Crim. App. 2008) (granting habeas petitions because " [o] nce the forty-eight (48) hour period granted to ICE [Immigration short, the government has enormous amounts of information, and obtaining it can be crucial to persuading others. The FOIA is a powerful way of gaining access.
Unfortunately, the actual administration of the FOIA can be anything but simple, and long processing delays and inadequate responses can easily frustrate requesters. This Article is directed at those who wish to better understand the FOIA and those who wish to more effectively utilize it. It highlights the discrepancy between what the FOIA promises and what it actually delivers, and suggests ways FOIA requesters can minimize that gap.
There are a number of valuable resources, both online 8 and in print, 9 that detail both the requirements of the FOIA and the pro- cess for invoking it. Therefore, this Article will only discuss the mechanics of the FOIA where necessary. Section I, by way of background, provides a brief explanation of the FOIA, as it is actually written, while Section II discusses how-and, to some extent, why-the reality of FOIA administration does not reflect the statutory mandates. Section III explores a few ways that requesters can try to mitigate those shortcomings in drafting and litigating FOIA requests by leveraging other available sources of information. Section IV discusses the FOIA's state-law counterparts, including ways that they can be used to complement and amplify the utility of the FOIA. Finally, the Conclusion offers some hope for future improvements in government transparency.
I. WHAT THE FOIA PROMISES
The FOIA permits access to records 10 of virtually every part of the federal Executive Branch, including its departments, agencies, boards, commissions, and government-controlled corporations.
11
10 An agency record is essentially anything reproducible over which an agency has possession and control, no matter the format in which the record is maintained. See U.S. Dep't of Justice v. Tax Analysts, 492 U.S. 136, 144-45 (1989 To gain access to government records, one must merely send a request letter-or, increasingly, an email 12 -to the relevant government entity. So long as the request "reasonably describes" the information sought, 13 the FOIA requires the agency to make a determination on the request within 20 business days.
14 Requesters are generally responsible for the cost of searching for and copying records, 15 but fee waivers are available to a broad class of requesters. 16 Moreover, under 2007 amendments to the FOIA, if an agency does not abide by any of the statute's deadlines, it cannot charge the requester search fees; in some circumstances, it cannot charge duplication fees either.
17
The statute does provide nine "exemptions" to disclosure, 18 but they are mostly discretionary 19 14 5 U.S.C. § 552(a)(6)(A)(i) (requiring an agency to make a "determination" in response to a FOIA request within 20 working days). In some circumstances, expedited processing is available. Id. § 552(a)(6)(E)(i). Under "unusual circumstances," however, an agency may extend the deadline for responding by an additional ten business days. Id. § 552(a)(6)(B)(i). 15 Id. § 552(a)(4)(A). 16 See id. § 552(a)(4)(A)(iii The presumption remains, at all times, that agency records are to be disclosed. 21 Even when an agency chooses to invoke an exemption to shield information from disclosure, it may withhold only that information to which the exemption applies, providing all "reasonably segregable" portions of that record to the requester. 22 Finally, the FOIA provides that dissatisfied requesters may administratively appeal decisions denying any part of their request.
23
If that does not lead to a satisfactory resolution, requesters can seek judicial review in federal district court; 24 if they do so and substantially prevail, 25 requesters are entitled to reimbursement of their reasonable attorneys' fees and costs. 23 5 U.S.C. § 552(a)(6)(A)(i). Agencies have twenty business days to adjudicate administrative appeals. Id. § 552(a)(6)(A)(ii). A requester must file an administrative appeal before proceeding to federal court-i.e., they must administratively exhaust their remedies-but if the agency has not responded to a FOIA request or an administrative appeal within the twenty-day timeframe, the requester has constructively exhausted. See id. § 552(a)(6)(C)(i). 24 Id. § 552(a)(4)(B In addition, agencies are not to wait for requests to make information available; the FOIA requires each agency to make certain proactive disclosures available on their websites 27 -in particular, those records agencies should know will be of general interest to the public.
28
In sum, the FOIA provides extremely broad access to nearly all replicable information in the possession or control of the Executive Branch. Access is guaranteed by short deadlines for agency responses, a strong presumption of disclosure, and a private right of action subsidized by the right to reasonable attorneys' fees for prevailing parties. 28 5 U.S.C. § 552(a)(2)(D) ("Each agency, in accordance with published rules, shall make available for public inspection and copying copies of all records, regardless of form or format, which have been released to any person under paragraph (3) and which, because of the nature of their subject matter, the agency determines have become or are likely to become the subject of subsequent requests for substantially the same records"). 29 See the purpose of this Article is not to critique the design or administration of the FOIA, maximizing the law's utility requires an awareness of its shortcomings; therefore, I discuss a few of them in this section.
Two of the most common frustrations in using the FOIA are long processing times and insufficient responses to requests. As mentioned, agencies "shall" make a substantive determination on a FOIA request within 20 business days. 30 In reality that deadline is frequently (and perhaps usually) missed. 31 For example, in Fiscal Year 2008, the Department of Homeland Security ("DHS")-which received more than one-sixth of all FOIA requests that year 32 -reported median processing times of 87 business days for "simple" requests and 374 for "complex" ones. 33 There are approximately 220 business days in a year, so the median complex request was pending for about a year and nine months when DHS finally processed it. Even the median request DHS granted "expedited processing" 34 assets/foia/privacy_rpt_foia_2008.pdf. The "simple" and "complex" distinction comes from a provision of the FOIA stating that "[e]ach agency may promulgate regulations . . . providing for multitrack processing of requests for records based on the amount of work or time (or both) involved in processing requests." 5 U.S.C. § 552(a)(6)(D)(i) (2006) . Somewhat contradictorily, it also says that the creation of multitrack processing "shall not be considered to affect the requirement . . . to exercise due diligence" in meeting the deadlines for responding to requests. 5 U.S.C. § 552(a)(6)(D)(iii) (2006). There is no further statutory guidance as to the criteria for placing a request in one track or the other, though DHS's implementing regulations suggest that "the number of pages involved" may be an additional distinguishing factor. See 6 C.F.R. Perhaps just as frustrating for FOIA requesters is receiving a response that only addresses part of the request or produces far fewer records than reasonably anticipated. Agencies have the burden to conduct a reasonable search, defined loosely and somewhat circularly as a search "reasonably calculated" to uncover all documents responsive to the request. 38 But FOIA responses often include no information about the search that was actually conducted, leaving requesters to speculate about the search based solely on the records they received. Like any other FOIA-related decision, the failure to conduct a reasonable search can be appealed administratively, but the delays in adjudicating appeals can be even longer than those for initial processing.
39
The reasons for these problems are numerous. Although there is hope that at least some of the reasons can be addressed in the short term, 40 many are endemic to a system with twin goals-trans- 40 At least one of the reasons-former President George W. Bush's policy regarding the FOIA-has been reversed by the Obama administration. On October 12, 2001, Attorney General Ashcroft issued a memorandum to all federal agencies, encouraging them, in responding to FOIA requests, to "carefully consider" all "fundamental values that are held by our society," including "safeguarding our national security, enhancing the effectiveness of our law enforcement, protecting sensitive business information and . . . personal privacy." Memorandum from John Ashcroft, Attorney Gen. to Heads of All Fed. Dep'ts and Agencies (Oct. 12, 2001), available at http:// www.doi.gov/foia/foia.pdf. Attorney General Ashcroft assured the agencies that "the Department of Justice will defend your [FOIA] decisions unless they lack a sound legal basis . . . ." Id. See also Memorandum from Laura L.S. Kimberly, Acting Dir., Info.
parency and short processing times-that are frequently in conflict.
Since the FOIA applies to virtually every corner of the Executive Branch, its implementation requires a high degree of decentralization, with thousands of federal employees and contract personnel making literally millions of FOIA decisions every year. Supervising them are hundreds, if not thousands, of different individuals, all working in different agencies and locations, on different substantive subject matters, and with different interpretations of the FOIA's requirements and different understandings of the importance of governmental transparency more generally. These conditions inevitably lead to wide variations in how requests are handled.
And unlike many other areas of the law where enforcement is broadly decentralized, only a small fraction of the millions of FOIA decisions made annually are ever scrutinized by someone with the power or authority to alter them. Indeed, only about 3% of all FOIA requests are either appealed administratively 41 or litigated in federal court, 42 meaning that for the remaining 97% of all FOIA requests, the initial determination is also the last one. This reality undoubtedly has consequences for the incentives and expectations .htm (suggesting ways to resist disclosure of "information that could be misused to harm the security of our nation and the safety of our people."). Attorney General Holder rescinded Attorney General Ashcroft's memo and stated that the DOJ would only defend discretionary agency decisions to deny FOIA requests if "the agency reasonably foresees that disclosure would harm an interest protected by one of the statutory exemptions." Attorney Gen. Memorandum for Executive Departments and Agencies Concerning the Freedom of Information Act, 74 Fed. Reg. 51,878-82 (Oct. 8, 2009). 41 Note that administrative exhaustion is a requirement for filing in federal court. If the agency does not make a determination within twenty business days of receiving the request, however, the requester has constructively exhausted and may proceed immediately to federal court. See supra note 23. Processing delays and the possibility for constructive exhaustion make it unlikely that all federal FOIA cases involved an administrative appeal. 42 See LIST OF FOIA CASES RECEIVED IN 2008, supra note 24. The Attorney General is required to submit this report to Congress each year. See 5 U.S.C. § 552(e)(6). Most of these cases will likely be dismissed voluntarily once the agency eventually processes the initial request. In calendar year 2008, there were a total of 227 decisions of some kind rendered in FOIA cases, but only 108 of those involved a judgment for either party, with the remainder being dismissals; a significant number of the dismissals were stipulated. of the FOIA officers making the disclosure decisions. 43 Further exacerbating the situation is that the same FOIA officers are under pressure to reduce the substantial backlogs of requests that have built up over the last several years. 44 Together, these two factorsthe general absence of third-party review coupled with institutional demands to not only respond timely to incoming FOIA requests, but to reduce the accumulated backlog-lead predictably to the cursory responses discussed above.
To be clear, FOIA officers are not, by any stretch, solely (or even primarily) to blame here. 45 Not only are they negotiating various institutional pressures with ambiguous standards, but they are doing so with inadequate resources. Lofty rhetoric and statutory mandates notwithstanding, Congress's failure to allocate sufficient resources for the administration of the FOIA is principally to blame for the long delays in processing requests. 46 The funding that is allocated is often maldistributed, with those agencies with a relatively small domestic political constituency, such as the U.S. Citizenship and Immigration Services, receiving disproportionately little funding despite receiving a disproportionately high percentage of all FOIA requests. 47 43 Given these pressures, for example, FOIA officers seem more likely to err on the side of conducting a narrow search and/or disclosing only that information that clearly does not fall within a statutory exemption. Narrow searches save time, and even if agency officials conduct an egregiously narrow one, it is unlikely that the adequacy of the search will ever be reviewed. In fact, in regards to some agencies (like those involved in law enforcement or national security) or some records (like those which would be clearly embarrassing to identifiable individuals), FOIA officers are more likely to receive negative feedback for disclosing too much information than too little. 44 See SUMMARY OF 2008 FOIA REPORTS, supra note 31 (discussing backlogs). 45 Indeed, when the FOIA works at all, it is usually their doing. See generally Kreimer, supra note 24, at 1046-49 (discussing how "FOIA's efficacy depends on a law-abiding civil service"). 46 In 47 Even though USCIS receives a majority of all FOIA requests received by DHS, and even though it also has the largest backlog and the longest processing times, its FOIA budget, on a per-processed-request basis, is dwarfed by nearly all other DHS components. See SUMMARY OF 2008 FOIA REPORTS, supra note 31. Many, if not most, FOIA requests to USCIS are on behalf of non-citizens requesting their Alien (or "A") Files. Non-citizens must use FOIA because the Privacy Act only applies to citizens and legal permanent residents, see Privacy Act of 1974, 5 U.S.C. § 552a(2) (2000); and discovery is generally unavailable in Immigration Court, including in removal (deportation) proceedings, see supra note 3. [Vol. 13:387 In summary, the administration of the FOIA is seriously hampered by broad decentralization; relatively little oversight; institutional pressure to reduce backlogs; and chronic understaffing. Add in political considerations and, at least recently, concerns (real, contrived, or exaggerated) about releasing information related to national security, 48 and what results is a deeply flawed system.
49
On the other hand, someone else might look at the same facts-especially the relatively few FOIA requests that are administratively appealed and/or litigated-and conclude that agencies do a generally satisfactory job administering the FOIA. But that assessment would depend on the assumption that every inadequate agency response is administratively appealed and/or litigated, and the available evidence is to the contrary.
One way to measure the adequacy of an agency's response is to compare its pre-litigation response to a FOIA request to its supplemental response to that same request after the agency has been sued. That comparison yields a sharp contrast, both in respect to the number of records produced and the exemptions that agencies choose to defend in court. With regards to the former, it appears common for an agency to produce several times more records after being sued for a FOIA violation than it did pre-litigation, even while averring in pre-litigation response letters that it had produced all responsive records. 50 The story is similar with respect to 48 See, e.g., Jane E. Guide to the FOIA, supra note 8, at 808 ("Courts often take into account an agency's predictive judgment with respect to potential harm, particularly in cases in which disclosure would compromise national security. Conversely, courts have consistently held that 'a requester's opinion disputing the risk created by disclosure is not sufficient to preclude summary judgment for the agency when the agency possessing the relevant expertise has provided sufficiently detailed affidavits.' "); id. nn.304-05 (collecting cases). 49 . . . The law held that information gathered on our behalf-paid for and owned by you and me, at least theoretically-should be ours for the asking. But it hasn't worked out that way. While the mandate for disclosure is still there, it is overwhelmed by a Rube Goldberg apparatus that clanks and wheezes, but rarely turns up the data."). 50 For example, in response to a 2008 FOIA request regarding a Baltimore immigration raid sent by the non-profit organization CASA de Maryland to Immigration and Customs Enforcement ("ICE"), a DHS component, ICE provided a "final response" that disclosed just four pages of responsive records. exemptions, as it is not uncommon for agencies to decide, once in litigation, that they cannot carry their burden vis-à-vis certain exemptions, and therefore choose not to defend them. 51 Given the institutional pressures described above, perhaps this is not a surprising phenomenon. What it suggests, however, is that agencies use the willingness of a requester to litigate FOIA requests as a mechanism to distinguish between requests for which a cursory response is sufficient-either because the requester is satisfied with the response, or, perhaps more often, because the requester does not know the response was incomplete or cannot afford to contest it through litigation-from those that demand full compliance with the FOIA. The unfortunate lesson, then, is that unless the request is relatively narrow-and therefore easy to fulfill-litigation may be necessary to vindicate the access guaranteed by the FOIA.
III. DRAFTING SUCCESSFUL FOIA REQUESTS
With the shortcomings discussed above in mind, this Section outlines a few strategies for crafting FOIA requests to maximize the amount of information they will produce. This Section is primarily aimed at getting the most information out of the FOIA without having to resort to litigation, but most (if not all) of these strategies will also serve well those requesters who ultimately seek judicial review.
A. Knowing How to Ask
Of all the lessons to be drawn from the realities described in DHS (July 19, 2010) . Professor Wishnie also confirms that agencies, which frequently rely on paralegals to prepare FOIA responses, routinely take a "second look" at claimed exemptions with their legal counsel once litigation has begun, and on the advice of counsel often decide to disclose some records the agency had previously claimed fell under one or more exemptions. Id. 51 Telephone Interview with Michael Wishnie, Clinical Prof. of Law, Yale Law School (July 19, 2010). 52 One might hope that the newly-created Office of Government Information Services will at least lessen the necessity of litigation-a possibility touched upon at the end of this Article. See infra notes 166-67 and accompanying text.
Section II, perhaps the most important is that agencies simply do not have the resources to thoroughly process most requests. Thus, even though agencies are required to search everywhere that is reasonably likely to have the records requested, 53 that seldom happens. This is especially true with respect to ambiguous and/or broadly-written requests; what counts as a "reasonable search" in response to an ambiguous request is naturally open to interpretation. Therefore, although it may make intuitive sense to give the agency broad discretion in processing a FOIA request-after all, it should know best what records it has and how to search its recordkeeping systems-the institutional pressures previously discussed suggest that agency discretion will be utilized to minimize the agency's burden, which will usually mean a less-thorough response. For this reason, minimizing agency discretion is an important consideration when crafting FOIA requests.
54
In general, minimizing agency discretion means writing requests as specifically and precisely as possible, such that as little as possible is left to interpretation. 55 There are two primary ways to do this. First, requests can be written to identify (by name, if possible) the exact records sought. For example, instead of asking Immigration and Customs Enforcement ("ICE") for "all manuals of policies and procedures related to immigration detention," a request asking for the specific manuals known to exist will get better results. But it is not likely that the requester will know all of the manuals in existence (a general problem discussed at length below). Therefore, if the goal is to get all of the manuals, the best route is probably to request "all manuals of policies and procedures, including but not limited to [the names of the manuals of which the requester is aware]." Although it is possible that the FOIA officer will simply send the specifically-named manuals, that would be the absolute minimum that the requester would expect to receive; and if that is the entirety of what ICE sends in response, the requester has increased the odds of a successful appeal. 53 See supra note 38 and accompanying text. 54 One exception to the general rule that minimizing an agency's discretion will be detrimental to the interests of the requester is when copying and/or search fees are an issue; in that situation, a knowledgeable FOIA officer can reduce the expense to the requester without significantly sacrificing the information sought. That said, the 2007 amendments to the FOIA have diminished the likelihood that fees will be a major concern for requesters. See supra note 17 and accompanying text. 55 See Kreimer, supra note 24, at 1027 n.59 ("A precise inquiry is more likely to be correctly processed by harried civil servants at ground level; it is less subject to evasion by hostile ones, and it presents the requester with smaller costs of sorting signal from noise in the material provided.").
Another way of trying to minimize agency discretion in processing FOIA requests is to describe the search requested. Since a FOIA request need only "reasonably describe" the information sought, there is no reason why requesters cannot write FOIA requests in terms of the searches that they would like performed, rather than to simply describe the information or particular records sought. 56 This can be a particularly useful way to write a request if, for example, requesters know that they want all records in a particular database that mention a certain topic, but do not know the names of specific records or what format they will take. To write a request this way, keep in mind that to fulfill a request, FOIA officers generally do one or more of the following: conduct an electronic search of databases (and other digitized files); manually examine physical files; and request that individuals in other locations do one or both of the same. 57 Therefore, if requesters know that they would want a particular database, physical file location, or office searched, they are well advised to put that in the request. 58 For example, using the same hypothetical as above, if a requester does not know the names of any of the government's immigration enforcement manuals, but does know where they can be accessed, the request can be written to ask for "all manuals of policies and procedures, including but not limited to those contained in [name of database or those on file in a particular office]."
In regards to electronic searches, requesters can go a step further and specify particular keywords to use. 59 If a FOIA request does not specify particular keywords, then whoever conducts the search will try to discern appropriate keywords from the text of the request letter. 60 Since requesters are often (though not always) in a better position to know what keywords are likely to produce relevant records, it is a good idea to include them in the request letter. Keep in mind, however, that agencies can decline to use particular terms if they would return an unreasonably large amount of nonresponsive information.
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In addition to increasing the chances of a satisfactory response, a benefit of drafting a request in terms of the particular search to be performed is that when requesters receive a response, they should have more information about the search conducted. No matter how a request is written, though, there is generally a trade-off between the breadth of the request and the time it takes the agency to fulfill it. If just one piece of information in a broadlyworded request is particularly time-sensitive, it may be faster to request that information separately from the rest.
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This discussion of requesting particular records or asking that certain databases be searched presents an epistemological problem, for it seems to require, a priori, a certain amount of knowledge about the records sought or the recordkeeping systems to be searched. The next Section discusses how to acquire that knowledge.
B. Finding Information on Information
In theory, it should be relatively easy to find out the primary sources of agency records. Since 1996, the FOIA has required each agency to "prepare and make publicly available upon request, reference material or a guide for requesting records or information from the agency . . . including an index of all major information systems of the agency [and] a description of major information and record locator systems maintained by the agency." 63 But like much about the FOIA, compliance with this requirement varies 61 See DOJ Guide to the FOIA, supra note 8, at 77 n.205, 78 n.206 (collecting cases). 62 It may also qualify for expedited processing, which essentially puts it at the front of the line of requests to be processed. See supra note 14. But keep in mind that the FOIA permits agencies to promulgate regulations that provide for the aggregation of "clearly related" requests submitted "by the same requester, or by a group of requesters acting in concert, if the agency reasonably believes that such requests actually constitute a single request." 5 U.S.C. § 552 (a)(6)(B)(iv) (2006) . widely. The Department of Justice, for example, appears to be in substantial compliance, as it maintains a list of major information systems, listed alphabetically 64 and by component. 65 This list is useful, but it could be much more so (both to requesters and to the agency), because few of the information systems' descriptions have any data on how they are searched or the kinds of records they produce. 66 But at least the DOJ posts something; many agencies have done nothing to comply with this statutory mandate. 67 Moreover, since the focus of most agencies and Congress is on reducing agency backlogs, creating a list of major information systems is not high on the list of problems to be fixed. 68 So once more, FOIA requesters have to navigate around the statute's absence of effective enforcement mechanisms. One answer is to leverage the multitude of other readily available information sources that, woven together, form what Professor Seth Kreimer has described as the "ecology" of governmental transparency. 69 By researching these other sources, requesters can gain a better understanding of what information exists-and therefore what information is reachable with the FOIA-which leads to better-tailored requests and more successful FOIA litigation. I will fo- . 66 See, e.g., U.S. Dep't of Justice, U.S. Attorneys Office, Citizen Complaint Files, http://www.justice.gov/usao/reading_room/citizencomplaint.html (last visited Nov. 8, 2010) (instructing requesters to provide "the general subject matter of the document requested or its file number"); U.S. Dep't of Justice, Nat'l Security Div., Office of Intelligence, Foreign Intelligence and Counterintelligence Records System, http:/ /www.justice.gov/nsd/foia/mis/ficrs.htm (last visited Nov. 8, 2010) (instructing that requests should "describe the records to which you seek access"); U.S. Dep't of Justice, Civil Rights Div., Case Management System, http://www.justice.gov/crt/foia/major.php (last visited Nov. 8, 2010) (providing no information on how it is searched). 67 In a 2007 study of 149 agency websites, the National Security Archive found, inter alia, that "only 36 percent of agency sites include an identifiable list of major information systems." NAT'L SEC. ARCHIVE, supra note 27, at 13. Of the lists that were available at that time, "many . . . [were] incomprehensible or unhelpful." Id. at 1. 68 
See, e.g., GOV'T ACCOUNTABILITY OFFICE, FREEDOM OF INFORMATION ACT: DHS HAS TAKEN STEPS TO ENHANCE ITS PROGRAM, BUT OPPORTUNITIES EXIST TO IMPROVE
EFFICIENCY AND COST-EFFECTIVENESS 3-4 (Mar. 2009) (suggesting that DHS implement five practices on an agency-wide scale, most of them related to processing requests more quickly and more cheaply), available at http://www.gao.gov/new.items/d09260. pdf. 69 See generally Kreimer, supra note 24 (defending the FOIA from its critics by demonstrating how it must be assessed within a broader "ecology of transparency").
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i. FOIA Disclosures & FOIA Logs
The first source is FOIA disclosures. Many agencies have training and reference materials describing agency databases and explaining how each is searched; 70 insofar as they are not readily available to the public, these records are themselves subject to the FOIA. Similarly, FOIA logs-a list of all requests, arranged chronologically, that an agency received during a given fiscal year-are valuable sources of information as well. The logs generally contain information about the requester; a description of the request; the date the request was received and processed; a unique tracking number; and the final disposition of the request (i.e., granted in full, denied, etc.). This information seems mundane, but is actually quite valuable. Perhaps most usefully, FOIA logs demonstrate the sheer breadth of records that are available and how requests are commonly framed. The requesters' identities and the subjects of their requests can also be illuminating. 71 The logs also permit requesters to "piggyback" on prior requests by asking the agency to provide the same records it disclosed in response to a specific prior request made by someone else.
72 By definition, the agency has already compiled and reviewed all of the records at issue, and so disclosing them again takes little additional effort. 73 79 that is searchable by an individual's name or unique identifying number (like Social Security or alien number) must publish a notice in the Federal Register for each system of records, describing, inter alia, the types of records it has, how they are used, how long they are kept, and how to gain access to them.
80 These notices-required whenever a system is created or revised 81 -are called "System of Records Notices," also commonly referred to as "SORNs" or "Privacy Act Issuances." Pursuant to the Privacy Act, every two years the Office of the Federal Register compiles and publishes all SORNs in effect. 82 The most recent Compilation is posted on the Office of the Federal Register's website and is browsable by agency. 83 To be sure, a large number of agency requests are more readily identified by the agency without the need for new searches, this list [FOIA logs] may assist agencies in complying with the FOIA time limits. This should also reduce costs to agencies in preparing responses. This does not, however, relieve agencies of their obligations to conduct an adequate search for, or justify withholding of, responsive records as required by the FOIA."). 74 See, e.g., ICE FOIA Log, supra note 71. 75 See, e.g., Memo from Mary Ellen Callahan, DHS Chief FOIA Officer and Chief Privacy Officer, Regarding Proactive Disclosure and Departmental Compliance with Subsection (a)(2) of the Freedom of Information Act (FOIA) (Aug. 26, 2009) at 2, available at http://www.dhs.gov/xlibrary/assets/foia/foia_proactive_disclosure.pdf ("As Chief FOIA Officer, I direct the Department and its components to include the following categories of records on their agency websites and link them to their respective electronic reading rooms: . . . . 5. FOIA logs."). 76 See, e.g., GovernmentAttic.org (click on "FOIA LOGS" at top of page) (last visited Nov. 8, 2010).
77 Privacy Act of 1974, 5 U.S.C. § 552a (2006) . 78 The Privacy Act defines "agency" the same as the FOIA does. See 5 U.S.C. § 552a(a)(1); see also supra note 11 (discussing the FOIA definition of "agency"). 79 See 5 U.S.C. § 552a(a)(4) (defining "record"); § 552a(a)(5) (defining "system of records"). 80 See 5 U.S.C. § 552a(e)(4 iii. FOIA Litigation Materials By far the most useful resources for understanding agencies' recordkeeping systems are the documents agencies file once they are forced to defend FOIA decisions in court. FOIA lawsuits are nearly always resolved on motions for summary judgment, 85 on which the agency must carry two burdens: first, the agency must prove that any claimed exemptions were properly applied; 86 and second, that it "conduct[ed] a search reasonably calculated to uncover all relevant documents." 87 In order to carry its twin burdens, agencies typically submit one or more "relatively detailed and nonconclusory" 88 affidavits from the government official(s) personally involved in applying the exemption(s) and conducting the search(es). 89 The affidavits' explanations for why certain exempment Printing Office's site at http://www.gpoaccess.gov/privacyact/index.html (last visited Nov. 15, 2010). 84 See, e.g., Privacy Act of 1974, 5 U.S.C. § 552a(a)(2) (defining "individual" as a "citizen of the United States or an alien lawfully admitted for permanent residence"). 85 See DOJ Guide to the FOIA, supra note 8, at 803 ("Summary judgment is the procedural vehicle by which nearly all FOIA cases are resolved . . . ."); see also LITIGATION UNDER THE FEDERAL OPEN GOVERNMENT LAWS, supra note 4, at 365-68 (discussing considerations to take into account when considering the timing of filing a motion for summary judgment tions were applied have relatively little value to non-parties, as they are usually too case-specific to be of general application. In contrast, the affidavits' descriptions of the searches performed for records responsive to the FOIA requests are a goldmine for future requesters, even those not involved in the litigation. In regards to the search, agency affidavits in support of summary judgment must describe the electronic recordkeeping systems and physical file locations searched, as well as how they were searched. 90 If electronic records (such as databases and email) were searched, agency affidavits are required to explain how the records are organized (i.e., by name, topic, date, etc.) and what search terms or keywords were used to search for responsive records.
91 If the agency chose not to search in certain locations (such as field offices) or databases, it must explain why those additional searches were either impractical or unlikely to produce responsive records. 92 In sum, agency affidavits in support of summary judgment must include detailed information about the recordkeeping systems to which the agency has access; how those systems are searched; and what kinds of records they contain.
In litigation, this information is necessary to permit the court to evaluate the reasonableness of an agency's search, 93 but it is also prevail on a motion for summary judgment in a FOIA case, the defending agency has the burden of showing that its search was adequate and that any withheld documents fall within an exemption to the FOIA."). 90 of substantial value to prospective FOIA requesters. With the descriptions contained in these affidavits, requesters can draft far more precise FOIA requests, which can decrease processing time and increase the odds of receiving the information sought. Moreover, when agencies do respond to the requests, the requesters will be in a much better position to evaluate those responses. Finally, requesters who end up litigating their own requests can use agency affidavits from other cases to demonstrate that the agency's search in the instant case was not adequate. 94 Without this type of information, FOIA plaintiffs are left to speculate that more information should have been produced or that some other source of records must exist, which is insufficient to create an issue of material fact about the reasonableness of the agency's search. 95 Unfortunately, agency affidavits are not easily accessible. In fact, currently there is only one place where these affidavits are available-PACER, the federal judiciary's system for public, electronic access to docket sheets and case filings. 96 Although PACER is far from user-friendly or search-optimized, 97 it has greatly enberg v. Dep't of Justice, 627 F.2d 365, 369 (D.C. Cir. 1980) (discussing the requirements for an affidavit describing an agency's search for responsive records). 94 Imagine, for example, that an agency affidavit from a prior case stated that database X contains records of type Y. If the plaintiff in the subsequent case requested records of type Y, but the agency did not search database X, the plaintiff can use the agency affidavit from the prior case to demonstrate that the agency's search was not adequate, as it failed to search a database it has previously identified as reasonably likely to contain the type of record requested. 95 See, e.g., 97 See LoPucki, supra note 96, at 485-89 (suggesting technological reforms to PACER to achieve greater transparency).
hanced court access and opened new avenues for legal research. 98 Most relevant for present purposes, it permits individuals to download (for a fee) filings from most civil cases initiated in the last several years, including agency affidavits filed in support of summary judgment motions in FOIA cases. 99 Unfortunately, unlike with FOIA logs, 100 as of this writing, this author could not locate any organization or individual that collects and posts these affidavits online, 101 leaving PACER, with all its shortcomings, as the only option currently available. 99 Finding these cases on PACER can be done in a couple of different ways. First, PACER permits users to search the civil cases in its "U.S. Party Case Index" by the "nature of suit." See Frequently Asked Questions, http://www.pacer.gov/psc/hfaq.html (follow "CM/ECF" tab and search under "General," "Case Related," and "Access Related" sub-tabs) (last visited Nov. 16, 2010). Thus, one could search for all district court cases with the FOIA's "nature of suit" code filed within a given timeframe and against a particular defendant agency. From there, however, each returned case would have to be examined manually to determine its relevancy, which can be both tedious and expensive. A list of these codes is available at http://www.pacer.gov/documents/natsuit.pdf (last visited Nov. 18, 2010). The code for FOIA suits is 895. Id. at 3. When searching by defendants, keep in mind that the proper defendant in a FOIA action against an agency that is a component of an Executive-branch department is the department itself. Thus, if a FOIA suit is about a violation by Customs and Border Patrol (CBP), a component agency of the Department of Homeland Security (DHS), the named defendant should be DHS. See LITIGATION UNDER THE FEDERAL OPEN GOV-ERNMENT LAWS, supra note 4, at 359. The other option for finding FOIA cases is to consult the annual list published by the Department of Justice of all FOIA cases in which a decision was rendered in the preceding year. That list contains the court, docket number, and disposition of each case. Unlike the PACER search described above, this list only contains cases in which a decision was rendered. See U.S. Dep't of Justice, LIST OF FOIA CASES IN WHICH A DECISION WAS RENDERED IN 2008, supra note 42. The DOJ also publishes a monthly summary of FOIA decisions in its newsletter, FOIA POST, which is available at http://www.usdoj.gov/oip/foiapost/mainpage.htm (last visited Nov. 17, 2010). After weeding out the cases that were dismissed without a judgment being entered (which are noted in the list), the remaining cases would be likely candidates to have agency affidavits accessible through PACER. 100 See supra note 76 and accompanying text. 101 An exception is INA287.org, which has a collection of approximately 25 affidavits from FOIA cases, most from DHS component agencies. See FOIA, INA287.org, http://ina287.org/foia (last visited Nov. 18, 2010). 102 One might try requesting the affidavits through FOIA, though it is not clear what effect the fact that the affidavits are already in the public domain would have (if
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C. Litigating FOIA Requests: Discovery
There is not sufficient time or space in this Article for a thorough treatment of litigating FOIA requests, 103 and so this subsection is confined to one often-overlooked item directly related to the previous discussion: obtaining discovery in FOIA litigation. As already discussed, most FOIA cases are resolved on summary judgment motions, in which the defendant agency submits affidavits to substantiate its claims that all exemptions have been properly applied and that it has conducted a reasonable search. Each FOIA exemption has its own standard that has been developed through legislation and case law. 104 The requester is at a disadvantage when resisting summary judgment as to the application of the statutory exemptions, as the applicability of exemptions generally are dependent on the content of the requested records themselves-content that, by definition, has been denied to the requester. Given the informational asymmetry between the requester and the defendant agency, often the most a requester can do is to insist that the agency affidavit in support of summary judgment contain all the factual averments necessary to meet each exemption's test. That said, even when agencies are capable of legally justifying an exemption, they sometimes fail to do so in the affidavits they submit. 2), which requires showing that the withheld information is both "predominantly internal" to the agency and that disclosing it would risk circumvention of agency statutes or regulations. See Schiller v. NLRB, 964 F.2d 1205, 1207 (D.C. Cir. 1992) (discussing the "high 2" exemption). In Elliott, the court denied summary judgment because, inter alia, the declarations did not say which agency statutes or regulations would be at risk of circumvention if the blueprints were released. See 2007 WL 1302588, at *5. As is often the case, though, the agency was permitted later to renew its motion for summary agency affidavits omit the facts necessary to meet one or more elements of an exemption's test, the judge has the discretion to order supplemental affidavits, an in camera review, or that the agency simply disclose the information.
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As previously mentioned, requesters can use affidavits from other cases to create a disputed issue of material fact with regard to the adequacy of the agency's search. Moreover, since the sufficiency of an agency's search is an issue of fact, it is possible to obtain discovery on the relevant factual issues, such as the agencies' recordkeeping systems and the specific searches that were conducted in response to the request being litigated. 107 Depending on the subject of the FOIA request, discovery may be appropriate on what records ought to exist and where they ought to be stored, 108 or even why the defendant agency has taken so long to process the request. 109 Requesters should be aware, however, that courts are reluctant to permit FOIA plaintiffs to conduct discovery unless and until the agency affidavits have proven inadequate or there is a specific showing of bad faith on the part of the agency. 110 Nonetheless, judgment; in this case, the agency submitted three additional declarations, which were far more detailed and cited to specific statutes, regulations, and policies. and so FOIA plaintiffs should not hesitate to seek discovery from the agency-which, after all, "has an effective monopoly on the relevant information."
112 Absent evidence of an agency's bad faith, 113 the best route for a FOIA plaintiff to secure discovery on the adequacy of an agency's search is probably by: (1) drafting relatively precise requests that name specific documents requested and/or locations to search; 114 and (2) learning enough about the agency's recordkeeping systems and what they should contain 115 such that the plaintiff can demonstrate that it was unreasonable for the agency to refuse to search a specific location, or that the failure to produce a particular record is indication that the agency did not conduct a reasonable search. District of Columbia counterparts. 117 Although state FOI laws go by a multitude of names-the Public Records Law, 118 the Open Records Act, 119 the Sunshine Law, 120 and many more 121 -in most respects they are quite similar to the federal FOIA. In addition to a shared purpose of providing access to governmental information, many state FOI laws were explicitly modeled on the federal FOIA and therefore track its provisions quite closely. 122 Virtually all share at least the broad contours of the federal FOIA, in that records are presumed to be open to the public; subject to specific exemptions that are to be narrowly construed; with a private right of action to contest denials in state court; where, in the absence of applicable precedent from their own FOI laws, state judges will frequently look to how federal courts have construed analogous provisions of the federal FOIA.
Despite generally similar goals and heritage, however, there are some significant differences between the federal FOIA and its state-law analogues (as well, of course, amongst the various state laws)-differences that can be leveraged to amplify the utility of each. A comprehensive treatment of state FOI laws is far beyond the scope of this Article, 124 but three of the most significant differences between the FOIA and state FOI laws merit discussion. 126 A 2007 study by the Better Government Association ("BGA") and the National Freedom of Information Coalition ("NFOIC") graded the 50 states' FOI statutes on five criteria related to responsiveness (response times; appeals process; expedited review; availability of attorney's fees and costs to a prevailing party; and the availability and severity of possible sanctions against recalcitrant agencies). Thirty-eight states received an "F," four received a "D"; six a "C"; and two states (Nebraska and New Jersey) received the highest grade given, a "B. FOI requests to state and local agencies can also involve delicate political considerations that are generally absent in the federal FOIA process. At the federal level, the number of FOIA requests agencies receive and the typical distance between the requester and the agency provide requesters a measure of anonymity. Moreover, federal FOIA officers may be completely uninvolved with the subject matter of the request; may not identify with the agency's underlying mission; and are significantly less likely than their statelaw counterparts to know the personnel in the agency's other offices that are encompassed by the FOIA request. While this combination of factors can result in a relatively impersonal experience, it does mitigate the possibility that agencies will base their decisions on the identity of the requester, the subject matter of the request, or the possibility that the requested records might embarrass a particular person within the agency.
A. State FOI Enforcement
The situation is entirely different with regard to most agencies subject to state FOI laws. Here, the FOI process, even absent litigation, can be both personal and contentious. First, and most obviously, there is a greater likelihood that the agency personnel handling the FOI request will know the requester. While many state FOI laws prohibit conditioning responses on the identity of the requester, 128 it would be unduly optimistic of human nature to think that the identity of the requester never affects (for better or worse) the manner in which a request is handled. At times, this can have clear advantages-if, for example, the relationship is a good one and the object of the request is uncontroversial. But for many agencies, FOI requests are perceived with suspicion or outright hostility, 129 especially if the request is from particular individuals or community groups known to be opposed to some aspect of the agency's policies. Moreover, unlike at the federal level, where the distance (physical and metaphorical) between the FOIA officers processing the request and the employees who created or maintain the responsive records to the request can be advantageous to the requester, the FOI decisionmaker at the state and/or local level often is the target of the FOI request. This lack of impartiality can create obvious hurdles for obtaining information that would be embarrassing or otherwise damaging.
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In sum, FOI requests to state and local officials or entities can be antagonistic affairs, with officials often reacting suspiciously to what they may perceive-fairly or not-as acts of aggression, which increases the likelihood, necessity, and expense of litigation. 131 Litigating state FOI requests is similar to the federal FOIA, but there are some key differences. For example, as discussed in Section III.C, it can be difficult to obtain discovery in federal FOIA suits, but some state courts are more liberal in permitting discovery in FOI cases. See, e.g., MD. CIR. CT. R. CIV. P. 2-411 ("Depositions -Right to Take") (establishing that litigants may, as a matter of right, take a deposition for the purpose of discovery in all civil matters). On the other hand, and unfortunately for requesters, the provisions for attorneys' fees in state FOI laws tend to be less generous than those provided by the federal FOIA. That said, all but seven states permit prevailing parties to recover attorneys' fees and litigation costs in a suit to contest a denial of an FOI request under at least some circumstances. 
B. Scope of Coverage
Another significant difference between the federal FOIA and most state FOI laws-and one far more advantageous to requesters-is the breadth of records each makes available for public inspection. Whereas the FOIA only applies to records over which an "agency" of the Executive Branch has possession and control, 132 most state FOI laws apply to all "public records," usually a more expansive class. Many states classify any record on file with a public official as a "public record" obtainable through the state FOI law 133 (subject to any applicable exemptions, of course). Thus, while the federal FOIA explicitly does not apply to the federal courts or to Congress, 134 some state FOI laws do apply to legislative bodies 135 and the state judiciary. 136 As discussed below, the expansive scope of state FOI laws can be leveraged to gain access to information the frequently-narrower federal FOIA does not provide.
C. Leveraging Vertical Federalism
An oft-cited objective of Our Federalism 137 is that each sovereign acts as a check upon the other. In advocating for the ratification of the Constitution, Alexander Hamilton assuaged fears concerning the distance between the people and the central government by arguing that this distance:
will be overbalanced by the effects of the vigilance of the State governments. The executive and legislative bodies of each State will be so many sentinels over the persons employed in every department of the national administration; and as it will be in their power to adopt and pursue a regular and effectual system of intelligence, they can never be at a loss to know the behavior of those who represent their constituents in the national councils, and can readily communicate the same knowledge to the people. Their disposition to apprise the community of whatever may prejudice its interests from another quarter, may be relied upon, if it were only from the rivalship of power. 138 Hamilton may not have had access to government information in mind, but the sentiment applies; indeed, state FOI laws can be a useful way to monitor the activities of the federal government (and vice-versa).
Under some circumstances-particularly in situations involving a high degree of federal-state cooperation, such as with law enforcement-certain records may be subject to both the federal FOIA and the applicable state FOI law. Usually this is because the records fall within the definition of both statutes; examples would include records that a federal agency created and then sent to state or local government agencies (or vice-versa), and records of communications between the two maintained by both agencies (such as email messages). As federal-state and federal-local cooperation has increased in recent years the question of when state and/or local agencies must disclose records created or disseminated by a federal agency has arisen with increasing frequency.
When this issue has materialized, it is typically the federal agency objecting to the state or local agency's release of "federal" information under the state FOI law. 139 These objections take a number of forms-everything from "informal persuasion"
140 to intervening in state FOI litigation 141 and the promulgation of "emergency" regulations. 142 Federal agencies have also acted proactively to shield certain information from state FOI laws, most typically by inserting provisions into their contracts with state and local governments that purport to exempt certain records from state open records laws. These types of efforts by federal agencies are of dubious legality. There is no authority for the general proposition that a document created by a federal agency or containing "federal" information retains its "federal" character no matter where it is disseminated-or even that there is such a thing as a "federal" record or "federal" information. 143 Nonetheless, federal agencies frequently succeed in persuading state and local officials to deny requests for records that the federal agency, for whatever reason, does not want released under state law. 144 Often, this is enough to end the matter, either because requesters are not aware that this is a potential state FOI violation, or because even if they do, their only recourse is to file a lawsuit-an expensive and time-consuming process that they understandably do not wish to undertake.
Nonetheless, when determined requesters have filed suit, they have had successes. State and local defendant agencies in these lawsuits often try to defend nondisclosure by arguing that the state FOI law either permits or mandates withholding the records. One seemingly common argument is that the state FOI law somehow incorporates the federal FOIA exemptions, such that the record can (or must) be denied on the basis of a particular federal FOIA exemption even where the state FOI law does not contain a compamation about former detainees that were held in state and local jails, without opining on its preemptive effect). (arguing that Attorney General did not have the authority to promulgate the regulation); Bennett, supra note 139, at 6-12 (arguing that the regulation should be evaluated in terms of its effects on democratic accountability). 143 Moreover, there are good reasons for being suspicious of federal attempts to curtail states' efforts to inform their citizens of the extent and nature of state-federal cooperation on matters of public concern. See generally Bennett, supra note 139 (arguing that the principles behind medical disclosure rules, although not perfectly analogous, could be extended to evaluate when and how much information to disclose about cooperation between the federal government and its state and/or local counterparts).
144 This is not to say that the federal agency does not want the information released at all; after all, the federal FOIA will typically apply to make at least some of the same information accessible. More likely, the federal agency simply wants to control of the process by requiring requesters to go through the federal FOIA. rable exemption. 145 For example, the Connecticut Freedom of Information Act provides that "unless otherwise prohibited by state or federal law," all public records shall be disclosed, subject to a few discretionary exemptions. 146 In an effort to resist disclosure of records sent to it by a federal agency, the Connecticut State Police argued that the "unless otherwise prohibited by state or federal law" language incorporated the exemptions of the federal FOIA. 147 The problem with this argument, however, is that the federal FOIA exemptions do not prohibit the disclosure of anything; instead, they are purely discretionary. 148 On this basis, the Connecticut Freedom of Information Commission rejected the argument, 149 and its decision was affirmed on appeal. 150 Similarly, in Maryland, a county sheriff participating in a local immigration enforcement program 151 run pursuant to an agreement with the federal Immigration and Customs Enforcement ("ICE") refused to disclose records related to the program that were in his possession by arguing that the records belonged to the federal government. 152 Only after the requesting community group filed suit 153 did the sheriff relent, ultimately disclosing more than transparency, 164 particularly following the high-profile (and highlyembarrassing) publication of previously-confidential diplomatic cables by WikiLeaks. 165 A potentially exciting development for open-government proponents is the creation of the new Office of Government Information Services (OGIS) within the National Archives and Records Administration. 166 This office, congressionally mandated by the 2007 OPEN Government Act, 167 is tasked with serving as a liaison between agencies and FOIA requesters, particularly when FOIA disputes arise. Here again, it is too early to determine what effect, if any, the OGIS will have on the administration of the FOIA. Nonetheless, it does provide some hope that the gap between the FOIA's promise and its reality can be narrowed in the coming years.
